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1 Introduction

Ricoh Corporation developed Scan to E-mail to allow users the ease of sending scan files directly
from the MFP to an entered destination.

The MFP can be configured to use Scan to E-mail via any of the three interfaces below.
e Op-Panel
e Web Image Monitor
e Smart Device Monitor

This can be used on mixed network environments.
e In addition to Windows, LINIX, UNIX and Mac OS can send/receive data to/from the
FTP server.

1.2 Target Audience
The target audience for this White Paper is:
* IT Administrators.
= All end-users - The information contained in the document can be distributed to end-users
as long as the restrictions outlined on the cover page are followed.
* The support and marketing staff of Ricoh Sales companies, including Ricoh family group
companies and their subsidiaries.

* Technical support personnel (CEs) of dealers.
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2 Model Cross Reference

The tables below covers all models referenced in this document.

Product Code Ricoh Corp Savin (USA) Gestetner Lanier
Model Name Model Name Model Name Model Name

B051 Aficio 1224C C2408 DSc224 LD024C
B052 Aficio 1232C C3210 DSc232 LD032C
B064 Aficio 1060 2560 6002 LD060
B065 Aficio 1075 2575 7502 LDO75
B0O70 Aficio 2090 4090 9002 LD090
BO71 Aficio 2105 4105 10512 LD0105
BO79 Aficio 2035 4035 3532 LD035
B082 Aficio 2045 4045 4532 LD045
B089 Aficio 2022 4022 DSm622 LD122
B093 Aficio 2027 4027 DSm627 LD127
B121 Aficio 2015 4015 DSM615 LD115
B122 Aficio 2018 4018 DSM618 LD118
B123 Aficio 2018D 4018D DSM618d LD118D
B129 Aficio 1515 3515 DSm415 LD015
B130 Aficio 1515MF 3515MF DSm415pf LDO015spf
B132 Aficio 3260c C6045 DSc460 LD160c
B135 Aficio 2035e 4035e DSm635 LD135
B138 Aficio 2045e 4045E DSm645 LD145
B140 Aficio 2060 4060 DSm660 LD160
B141 Aficio 2075 4075 DSm675 LD175
B142 Aficio 2060SP 4060sp DSm660sp LD160 SP
B143 Aficio 2075SP 4075sp DSm675sp LD175 SP
B147 Aficio 2232¢ C3224 DSc332 LD232c
B149 Aficio 2238c C3828 DSc338 LD238c
B156 Aficio 3224c C2410 DSC424 LD124C
B163 Aficio 2051 4051 DSm651 LD151
B168 Aficio 1515F 3515F DSm415f LDO15f
B169 Aficio 2013PS DSm415p LD015sp
B178 Aficio 3235C C3528 DSc435 LD335c
B180 Aficio 3245C C4535 DSc445 LD345c
B182 Aficio 2035eSP 4035Esp DSm635sp LD135
B183 Aficio 2045eSP 4045Esp DSm645sp LD145
B188 Aficio 480W 4800WD A080 Lw411
B190 Aficio 2228¢c C2820 DSc328 LD228c
B200 Aficio 5560 SDC555 CS555 LC155
B202 Aficio 3228C C2824 DSC428 LD328c
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Product Code Ricoh Corp Savin (USA) Gestetner Lanier
Model Name Model Name Model Name Model Name
B205 Aficio 3025 SP/SPF/SPi/P 8025 SP/SPF/SpilG DSm725 SP/SPF/SpilG LD225/SP
B209 Aficio 3030 SP/SPF/SPi/P 8030 SP/SPF/Spi/G DSm730 SP/SPF/Spil/G LD230
B222 MP C3500 C3535 DSc535 LD435c
B224 MP C4500 C4540 DSc545 LD445c
B228 Aficio 2051SP 4051sp DSm651sp LD151 SP
B229 Aficio 615¢ SGC 1506 GS 106 LD215cg
B230 Aficio MP C2500 C2525 DSc525 LD425¢
B234 Aficio MP9000 8090 DSm790 LD190
B235 Aficio MP1100 8110 DSmM7110 LD1110
B236 Aficio MP1350 8135 DSm7135 LD1135
B237 Aficio MP C3000 C3030 DSc530 LD430c
B245 Aficio MP 1500 - DSm715 LD315
B246 Aficio MP 5500 8055 DSm755 LD255
B248 Aficio MP 6500 8065 DSm765 LD265
B249 Aficio MP 7500 8075 DSmM775 LD275
B250 Aficio MP 5500 SP 8055 SP DSm755 SP LD255 SP
B252 Aficio MP 6500 SP 8065 SP DSm765 SP LD265 SP
B253 Aficio MP 7500 SP 8075 SP DSm775 SP LD275 SP
B259 Aficio 2016 8016 DSmM616 LD116
B260 Aficio 2020 8020 DSmM620 LD120
B261 Aficio 2020D 8020d DSm620d LD120d
B262 / B292 Aficio MP 161 816 DSmM416 LDO016

B264 Aficio 3035 SP/SPF/Spi/G 8035 SP/SPF/Spi/G DSm735 SP/SPF/Spi/G LD235
B265 Aficio 3045 SP/SPF/Spi/G 8045 SP/SPF/Spi/G DSm745 SP/SPF/Spi/G LD245
B276 Aficio MP 1600 9016 DSmM716 LD316
B277 Aficio MP 2000 9021d DSm721d LD320
B284 Aficio MP 161F 816f DSm416f LDO16f
B288 Aficio MP 161SPF 816mf DSm416pf LDO16SPF
B291 Aficio MP 3500G 8035eg DSm735eg -
B295 Aficio 4500G 8045eg DSm745eg -
B296 Aficio MP 3500 8035e DSm735e LD335
B297 Aficio MP 4500 8045e DSm 745e LD345
D007 Aficio MP 2510 8025e DSm725e LD325
D008 Aficio MP 3010 8030e DSm730e LD330
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3  Setting/Specs

e Email client such as MS Outlook 2000, Lotus Notes R5, or Outlook Express
e Fmail server such as Exchange, Lotus Notes

4  Setting up Scan to E-mail via Web Image Monitor

Many of the Scan to E-mail settings can be configured via Web Image Monitor (WIM). This section
covers the steps used to configure the necessary settings. These settings can only be changed by an
Administrator, and the process used to login as an Administrator is outlined in the following section.

4.1 Web Image Monitor Administrator Login Process

In order to access, and change, the necessary settings, it is necessary to login to WIM as an
Administrator. The Administrator login process is outlined below.

1. Enter the IP address in the address field using the following form: h#p:/ / printer host name or
IP address (e.g. http://172.16.121.40) and click on Go or press Enter. This opens the page
shown in Figure 4.1 below.

2. In the upper right-hand corner, click Login, which opens a login page (Figure 2).

lea| Q) [?] i |BE|Login

YWyeh Image Monitor

Hare Home |Eng|ish vl @R.efresh \E} =

Diocurnent Server
Status || Device Info | | Counter | | Incpuiry

Fax Becerved File
Printer: Print Johs 1 Device Hame : —
B Location i f =
Joh M Corvent == -

; B Host Mame . \ m— !
Confizuration a /

Status A
Printer et [ ] ]
— Printer:
: ™
Copiler Llert | | i
: . MNnPaner Traw 1 ]

Figure 1: Web Image Monitor Main Screen
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N —

Web Image Monitor

Login User Mame : IUSEH

I

Figure 2: Web Image Monitor Login Page

Login Password :

Access to Administrator mode requires a password. Login to enter Administrator mode.
If the login was successful, the word Administrator in the upper right-hand corner. See Figure

3.

2] [1] [+)Logout

=l (]2

"3 & 0 1 E  Administrator

NOTE i
The login process may differ slightly il . =
depending on the machine in use. L IE”Q“Sh E1 st @
2':\__I
_{.'3313?.:
|\'I
i

Figure 3: Administrator Main Screen
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4.2 Network Settings via WIM

All of the necessary Network Settings can be configured via Web Image Monitor. This section
covers how to access, and edit, the necessary settings.

1. Login to WIM as an Administrator (see section 4.1 — page 7 for more information).
2. From the left-hand toolbar, select Configuration.
3. Under the Network heading, click IPv4.
4. Enter Domain Name and WINS
server, if applicable. T e
5. Enter Default Gateway and DNS B Host Hame - |FMNPAIIFED
servers. mlrcs : O Enalle © Disable
B Domain Name : 7 huto Obtain (DHCP)
@ Specify
]us.ricoh.ds
B [P fddress * |172.16.121.47 {172.16.121 473
B Sthnet Mask * |255 255 2560 (2552552550
® DDNS & Enahle  Disable
A\ B WINS & Enahle © Disable
B Primary WINS Server®  :[0.0.0.0 {0.000)
B Secondary WINS Server* : [0.0.0.0 (0.00.0)
W Scope [D* : I 0
Details
B Defiult Gateway hddvess * : [172.16.121.251 {172.16.121 251
B DNS Server € puto-Obtain (DHCP) © Specify
Lt Obtain (DHCE)
DM Serverl (DHCP) 0000
DN Server( HCF) 0000
DINS Serverd (17216451 The parareter sett
Specifyr
DINS Serverl ] i'l 7216451 The parameter sett:
DS Server2 17216351
DINS Server +{0.0.0.0
H LFE © % Enghle © Dissble
B RSH/ECF © % Enghle © Dissble
B DIFRINT © % Enghle © Dissble
H FTF © % Enghle © Dissble
H sfip © @ Engble © Disable
m IFP © @ Engble © Disable
B IPP Tirecut 900 seconds
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4.3 SMTP Authentication via WIM

After entering Administrator mode via the steps outlined in section 4.1 (page 7), the necessary
SMTP Authentication settings can be entered from the E-mail settings page. Follow the steps below
to access and configure the SMTP settings.

Web Image Maonitor
1. On the left hand toolbar, click

Configuration. Home Configuration
2. Under the Device Settings heading, select

3 . . Docurnent Server
E-mail to access the e-mail settings.

= Device Settings
Prnter: Prant Johs
; W Systemn
NOTE Jab B Paper
The navigation may vary slightly, based Address Baok B Date/Time
on the version of WIM in use. _ B Titer
Configuration
W Logs
B E-mail

\\uw-ﬂ.,,‘\._.a..“,

st o M AR E el Noffisation

3. On the E-mail settings screen, enter

Fomail @Rﬁfmsh . @) the Administratotr’s E-mail address.
NOTE: Be sure and use a valid e-mail
OK Cancel | address. Never use admwin ot administrator as

the e-mail address.
4. Under the SMTP heading, enter the
SMTP IP address or name.

B Advinistrator E-rosil Address | Aficio_MP4500@tsc. com

SMTP A NOTES:
e If DNS is not working properly,
B SMTP Server Name :[172.16.19.2 o th
using the server name may cause e-
= SMTF Fort Ho. I mail delivery failure.
W SMTP Luthentication T Op *OfF

e Use the PING command to find
the server’s IP address (e.g. ping
ricoh.com to tind its IP address).

B SMTE Auth. E-mail Address

B SWTE &uth, User Mame

B SMTP Auth, Password . Change | 5. If required, enable SMTP
Gl B At e :| Auto Select | Authentication by selecting On in the

SMTP Authentication field.

6. Enter the SMTP Port number. The entry range is 1 to 65535 (default is 25).

7. If enabling SMTP Authentication, enter the necessary information (E-mail address,
password — up to 63 alphanumeric characters, and User Name — up to 191 alphanumeric
characters).

8. Click OK to save the settings and return to the MFP Configuration page (Some versions of
WIM may have an Apply button).

Copyright 2007 — Ricoh Americas Corporation
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4.4 POP before SMTP Configuration via WIM

POP before SMTP is an authorization method used by mail servers in which a user must prove they
can receive e-mail before being allowed to send e-mail. POP before SMTP is generally transparent
to the users that connect to the mail server, since most users receive/check e-mail before attempting
to send e-mail. The goal is to prevent unauthorized users from sending e-mails through the server.
Below is the process used to set up POP before SMTP.

1. From the Administrator Configuration
screen (page 8), select E-mail under the
Device Settings heading.

2. Scroll down to POP before SMTP.

3. In the POP before SMTP field, select
ON to enable the service.

4. Enter the necessary information in all
other fields (E-mail, User Name, and
password).

5. Click OK to save the settings and
return to the MFP Configuration page.

4.5 LDAP Settings in WIM

POP hefore SMTP

B POF hefore SKTE T Op O

W POF E-mail £ddress |

B POP User Mame :I

B POP Password : Change |

B Timeout setting after POP Auth. [300 yeilli secomd

Lightweight Directory Address Protocol (LDAP) is a protocol used to quetry and/or modify

directory setrvices running over TCP/IP.

1. Login to WIM as an Administrator
(section 4.1 — page 7).

2. From the Configuration page, select
LDAP Server (under Device Settings).

3. In the LDAP Search field, make sure
ON is selected.

4. From the Program/Change/Delete
menu, select LDAP Server 1, and click
Change.

LDAP Server
0K | Cancel
BLDAF Seach  : Blon Oof
Program/Change/Delete
_: Chiarge ?,_ Dielete
LDAP Server | Identification Marne
& |1 Mot progratarmed
O 2 Mot prograramed
R Mot progrararmed
O |4 Mot progrararmed
(SRE Mot prograrammed
0K | Cancel |

Copyright 2007 — Ricoh Americas Corporation
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LDAT Serverl

oK

B Identification Matne
M Server Marme

B Search Base

B FPort Munber

W50

B &nthentication

W [Tzer Mame

W Paszuord

W Cornection Test

iiaiiae
: B E-mail &ddress rmadl

5. Enter the server information in the proper
tields (name, search base, etc.).

Cael NOTE: To avoid potential DNS problems,
enter the IP address as the server name.

6. To test the LDAP server connection, click
Start next to the Connection Test field.

7. Under the Search Conditions heading,
enter the desired search criteria (e.g. e-mail,
department name).

{389 8. Click OK to save the changes and return
to the Configuration page.

Oon ®or

| Oiff [

Search Conditions

M [dentification Hame |ch

B Fax Number StacsimileTelephoneMumber
B Corapany Mate 0
B Departraent Mame ;| ou
Search Options
B Attribate

B Eey Display

0K Cancel

4.5.1 Configuring LDAP on Non-Secure Devices at the MFP

To access the LDAP server settings on non-secure devices, follow this click path at the MFP
operation panel: User Tools = System Settings = Key Operator Tools = Program/Change
LDAP. From here all of the LDAP settings can be added and/or altered (e.g. server name, Port
number, attribute, search base, etc.).

Copyright 2007 — Ricoh Americas Corporation
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4.6 Address Book Settings in WIM

Using Web Image Monitor, user data can be added, deleted, and/or modified to ensure it is up to
date. It also provides a faster, more efficient manner in which to update the address book than data
entry from the MFP Operation Panel. This section outlines the steps to modify the MFP address
book.

1. Login to Web Image Monitor as an Administrator (see section 4.1 — page 7).
From the left-hand toolbat, select Address Book.

3. The Address Book main screen will open. It displays the existing user list, including the
Registration number, E-mail address, Name of each user (Figure 5.1).

4. From the Address Book main screen, click Change to edit an existing user or Add User to
create a new user account.

Address List @R_efresh \3;
[ Back |

_J’_ Change j_"' £dd User Add Growp [T | Delete i-: Ilaintenance

View: All | Search for] Registration Nao. V
() 15 (¥) (W] Page: Display Iteras ©| 10 |%|  Nurdber of Registersd: User{s)d7 Croups)2
Registration Ho. | Harne Freg. | Titlel User Code | Fax Destination | E-mail Address Folder
oy } 0oant userl Off B5T - userl @servicehoxexample com -
O o000z ugerd Off EF - userdi@servicehoxexample com -
olN 1 0ono0z nser’ Off (8]38] i userdi@servicebox example com 22
Ol oooo4 userd Off E5T - - userdi@servicehox exarnple com -

Figure 5.1: Address Book Main Screen

1. From the main address list, click on

the radio button next to the name of i\[ﬂ:bgg 1"‘ Ldd User Padd Grc:up;
) View:| All

the desired user / 5
. B3
2. Click the Change button to open the ?

user edit screen. _ (») (w] Page:
Registration Mo, Hare §
T i
{%} 1 o001 n=erl i
{:\. 1 Qoon2 1=ers

Lo B S .

Copyright 2007 — Ricoh Americas Corporation
Page 13 of 31



Scan to E-mail White Paper

0K

Save and Add Another

Cancel

B Registration Mo,

W HMame

B ey Display
Title

W Title
W Title 2

W Title 3
B 5dd to Freq.

3. For new users, a Registration number

will be auto-populated.

:joon22

:||._Jser1

4. Enter a Name and Key Display (what
will appear on the MFP Op panel).

NOTE: If no Key Display is entered, the

:|User1

LAY -
:INDne 'I
:INDne 'I

S on O 0ff

user will not appear on the MFP operation

panel.

. 5. From the drop down boxes, select the
user’s title(s).
6. If desired, select On in the Add to Freq.
Radio button to have the user appear in
the Frequent tab on the MFP.

7. Under the Authentication Information heading, specify the necessary information (User
Code, SMTP, Folder, LDAP, etc). The Specify Other Auth. below radio must be selected
to edit the Authentication information.

NOTE

Authentication data (LDAP,

SMTP) may have to be set in the

SMTP or LDAP Authentication

pages. Check with the customer

for the settings in use.

Authentication Information

W User Code
B SMTF Luthentication
Login Tser Mare :
Login Passwiord :
B Folder &uthentication
Login User Mare :
Login Passwiord :
B LDAFP Authentication

Protection

Protecting the Sender with a password
provides added security by preventing others
from sending e-mails with the user’s name.

NOTES:

= The Password must be numeric.
= Folder destination can also be
protected with the same password.

f§

=) Specify Other Auth. Info below: ® Do not Specjfy!

O Specify Other Auth. Info below: & Da nat Sperify,

H

-
=) Specifyy Other Auth. Info below: ® Do not Specifyg

Login User Marme :
Login Passwiord : ;
B Araildble functions
Copier: | Full Color Two-color Single Color Black
Color Copy Mode Limatation: © Lirit to Auto Color Selection Full Color f Suto C
Printer: Color Black & Whate
T bl netien, | Sithatdimeiongue DSy pe e St o Bacaim SNt Saageamaifee
Protection
B Use Marme a ¢ ¥ Destination Sender
B Frotect Destination
Protection Ohiject | [ Sender  Falder Destination

FProtection Code
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Additional Information

If the user has a folder & Fuliez

setup for scanning enter W Pratoi [ SMEB [v)

that information here. '
B Port Ho.

B Connection Type

W Server Marme

B FPath
To add the user to a group, select

Change and select the appropriate Add to Group

group.
B Dwetails of Group ;

IMPORTANT
All FAX and E-mail information can also be added/edited from this page.

4.7 Address Book Settings from the Operation Panel
To enter/edit user information in the Address Book from the MFP operation panel, follow the
steps below.

4.7.1 Operation Panel Navigation

Secure Devices: User Tools = System Settings = Administrator Tools
Non-Secure Devices: User Tools = System settings = Key Operator Tools = Address Book
Management

4.7.2 Adding/Editing Address Book Information

Select New Program to add a user, or select an existing user to edit user settings. The same settings
available via WIM are available at the operation panel (e.g. E-mail address, folder options,
authentication options, etc.).
= User Codes
0 Maximum account number of User code is 500. Total (e-mail account and user code)
account number is 2000.
=  Group Management
0 If using Groups, add them in Address Book: Program/Change/Delete Group
under Key Operator Tools
0 The group must be created before adding any users.

Copyright 2007 — Ricoh Americas Corporation
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5  Setting Sender Options via the MFP Operation Panel

5.1 Secure Devices

By default a sender’s name is required in order to use the Scan to E-mail function. The Key
Operator’s e-mail address can be used as the default sender by enabling Auto Specify Sendet’s
Name.

Before enabling Auto Specify Sender’s Name feature, check to ensure there is a Key Operator’s E-
mail address entered in the MFP. To check and/or enter one, follow this click path at the op panel:
User Tools = Systems Settings = File Transfer = Administrator E-mail Address.

To enable Auto Specify Sender’s Name, follow this click path: User Tools = System Settings => File
Transfer = Auto Specify Sender’s Name (Choose On).

5.2 Non-Secure Devices

Just as for secure devices, a sender’s name is required in order to use the Scan to E-mail function.
Any registered user email address shown in the operation panel can be used as a sender.

NOTE
To protect the senders name from being used by another person make
sure to add a password for the user in the Address Book settings.

To use the key operator email address as the default sender (does not require a sendet’s name) first
check to ensure there is an e-mail address for the Key Operator (and add an address if one does not
exist).

To check/add a Key Operator E-mail address, follow this click path: User Tools = System Settings
- Key Operator Tools =2 Key Operator Email Address.
*Enter address

To enable Sendet’s Name Default, follow this click path: User Tools = Scanner Settings = File
Transfer = Sendet’s Name Default (Choose Yes).

Copyright 2007 — Ricoh Americas Corporation
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6  Scan to E-mail Operation

Now that all of the necessary settings are in place, the Scan to E-mail function should operate
correctly. This section details the steps involved in using Scan to E-mail.

1. Set the document to scan in the MFP.
2. From the Scanner menu on the MFP operation panel, select the e-mail destination via
Manual Input (keyed e-mail address) or Search (existing e-mail address).

200 dpi Head ¢ Scanned F\les Status
duto Detect
Text (Print)

duto Image Density

fttach Sender's Name§

fittach Subject |

| Scan Settings butti-page: TIFF
File Type  §
[ Recall Program §E§$§‘n’a
| Select Stored File
tsedorgral | —
IRl Original Settings | [ storerile ]

3. Set any additional Scan criteria (configuration, subject.message) as needed.
4. Set Sender (unless using Auto Specify Sender’s Name feature).
5. Press Start Key to complete the Scan to E-mail process.

6.1 Additional Scan to E-mail Settings

Destination Address: TO: CC: BCC
0 The destination address can search from LDAP server
Sender Address
0 When the mail cannot be delivered to the destination address, a mail notification will be
sent to the senders address
0 Sender address will be set in the “from’ field of the email
Subject/Message
0 'The customer can attach the subject/message in the mail.
Notification setting
0 When using this function, the client mailer software should support MDN (Message
Disposition Notification:RFC2298) mode.
File Type settings
0 The customer selects the file type using this function.
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6.2 Scanned Files Status

To check on the status of the scanned document, press the Scanned Files Status button on the
operation panel.

To keep a record of the status, users can print this list. It contains the following job information:
=  Date/Time
= Destination
0 When multiple destinations were selected, the first selected destination is displayed.

= Sender
=  File Name
= Status

0 Indicates whether delivery was successful or resulted in an error.

6.3 Additional MFP User Tool Options

Along with the options mentioned in previous sections, there are other e-mail options available from
the User Tools menu of the MFP Operation Panel. When configuring the E-mail function, some of
these options may be of use as well.

User Tools: System Settings
= Interface setting
= Tile transfer setting
= Key Operator Tools

User Tools: Scanner Settings
® Scan settings
= Destination List settings
* Send settings

Programs
There are 10 different sets of scan settings available for use on the MFP. They are a combination of
the settings below.

Scan Type
»  Text(Print)/Text(OCR)/Text Photo/Photo/Gray Scale — B&W MFPs
= Text(Full Color)/Photo(Full Color) — Color MFPs
Resolution
= 100dpi/200dpi/300dpi/400dpi/600dpi
Image Density
* Auto or select from a graduation of 7 steps.
Scan Size
* Auto Detect/Selected Paper size/Custom Size
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7 Scan to E-mail in Windows Server 2000 or 2003

There is a common problem that occurs when installing an MFP or LAN-FAX for Scan to E-mail
on a Windows server environment. Users state that they can send emails internally within their
corporate email system, but they are unable to send emails from the MFP to outside email addresses.

The reason is that in 2 Windows 2000 and 2003 Sever environment, the network administrator has
to allow SMTP relay for each device on their network that will be used for Scan to Email.

Follow the process below to set up the SMTP relay for the MEP, so Scan to E-mail will work for

external e-mails.

7.1 Enabling SMTP Relay for Windows Server with MS Exchange

1. From the Windows Start menu, select: Programs = Microsoft Exchange = System

Manager.

2. When the System Manager opens, access the SMTP settings by following this click path:
Servers = (Server Name) = Protocols 2 SMTP.

3. Right click on the default SMTP
server, and select Properties.

Default S4TP Virtual Server Properties Y

General Access | Messages | Deliven | €

2%

'- Exchange System Manager HHE l
) Ble Action View Window Help | .]g|_>_<.||
&= AW EFEDNR @y a |
i:_-; WaorldHG (Exchange) SMTP
R Global Settings M
= - Servers B Dief sk SMTP Virtual Server
| B[ ressp-
i 14 Queues
[#-{=¥ First Storage Group
(=4 Protocols
[ 03 HTTP
H-J IMAP4
[+ & SMTP
o 400
4] |+

#coass conbiol

Enable anoapmous access and edi the
avkhariacaton mathods for this resowca.

— Secune communicalion

Wiew o sed the secure communcahions
method used when this vriual ssives is
accesad

Cannechon contral

Grant ar deny acoess bo thiz resouce using Corve
1P addrezses o Intenet domain names, il k’

Relay iestrchions - =|
Giranl ar desy permizson: b relay o Rislay |
through thiz SMTF virtual serves. A

ok | cencel |

Hep |

4. From the Properties menu, select
the Access tab.

5. Under the section labeled Relay
Restrictions, click the Relay
button.
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6. From the Relay Restrictions
pop-up, click the Only the

List below radio butto

allows only the MFP(s)

access the SMTP relay.
7. Click Add.

8. On the Comptuer pop-up,

enter MFP IP Address.

9. Click OK to close the pop-up
and add the MFP to the SMTP

relay access list.

x|
Sedect which computer mag reday Hreough this vilual senver
% Clnky Ihe |t bakow
™ Al axcept the st bekes

n. This ¥ i

IR

. Access
listed to I

.-:: r &
g
z Ef

!

1P Bckdinss (Mask| 7 Domen Nars
Computer x|
&dd ane of te iollowing (o te list.
* Singhe compulter
IP address

192168, 2 . 4 DHS Lockup...

" Geoup of compubess

pjal gz 5k ae

i N

Harme

|

o ] _cme | ww |

cloy Restrictions — Y
Select whash compules may ielap theough this senver
& Dy the it below
Al syeept the st below
LComputers;
Accsss | IP Address (Mask] / Domain Nams

ol 192168246

s, | Bemove | /

' flow 8l computers which successiuly suthenlicats

Iy relay, reqandleds of the list above:

Grentar deny relan perresans s [

O SEE O LIRS OF QO

Gk | Caesl | Heb

10. On the Relay Restrictions pop-up, be sure

to check Allow all computers that
/ successfully authenticate to relay before
selecting OK to save the settings.
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7.2 Device Relays through Exchange 5.5 on Windows 2000 Server
The steps below detail the process for adding the SMTP relay for the MFP in Exchange 5.5.

1. In the IMS Exchange Manger, select the Reroute incoming SMTP mail radio button to
enable SMTP routing.

2. Click Add to enter the MFP address information.
3. Enter the IP address of the MFP and a Mask of 255.255.255.255, and click OK to save the

information.
Internet M ail Service [NT4B0X) Properties Routing Restrictions
General I Cohnected Sites | Address Space | Delivery Restictions | Diagnastics Loaging | Specily the hosts and clients that can raute mad whe the following condiions are met
Internet b4 ail I Dial-up Connections I Connections I Queues Routing Security ¥ Hosts and chents that successiully auhenticate

cherits with these [P addresses

IP Addiess | Mask
182.168.00 255.255.255.0

Internet Mail Service (NT4BOX)

' Do not reroute incoming SMTP mail

& Rergute incoming SMTP mail [required for POP3/AMAPS support]

— Bouting
Sent to; [Eeem [ ™ Hosts and chents connecting to these intemal addresses
Huritsville. RAT est.cam <inbound: Add... Internal Address
ratest.com <inbound:
robichas. net <relays Edit... |
Femaove |

Specify the hasts and clients that can NEVER route mail
IP Addiess | Mask

pg

[k LLL b

™ Instead of the table, use this custom rauting program:

Hemayve
I Broawse,. | .

QK Cancel Apply | Help | OK Cancel Hep
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8

Scan to E-mail Failure using Windows Authentication

If Authentication fails, the MFP operation panel will display a message that reads: Authentication
with Destination has failed (Figure 8.1). This means that the user does not have scanning rights
on the MFP. This error also appears if the User is not Authenticating with the Windows server.

Authentication with the destination has failed.
Check settings.
To check the current status, press [Scanned Files Status].

Figure 8.1: MFP Operation Panel

8.1 Tracing the Authentication Error

In order to fix the Authentication issue, it is helps to use a Network Capture (e.g. Windshark) to

trace the communication stream. The Network Capture process will show the exact Authentication
failure point.

laddr eq 192.168.1.103 and ip.addr eq 192.168.1.104) aj + Expression. .. %glear o apply
E |Source Destination |Pr0t0c0| © |Info E
MDEEL 157 Tbe . 1,104 157 Tbg . 1,107 TCE b54T8 = smtp [ACK] %eq=1 Ack=1 Win=1/3J0 Len=0 T5V=JJ51
000363 192.168.1.103 152.168.1.104 TCP smtp > 65418 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0 Ms<
644227 192.168.1.104 192.168.1.103 TCP 85418 > smbp [SYN] Seq=0 Ack=0 Win=16384 Len=0 M5S=146(
004605 .1 15,7, .1 Res se: 221 2.0.0 ricohl3.tsod.com Service closing tr
1 1.103 SMTP Message Body
192, 1 .1.104 SMTP Resqonse: 250 2.6.D  <20060302145250EE . DCSML-500013000¢
I L)
FIRIMO==
H34 UGFzc3dvemQs N
W- - -
2 2.7.0 Authentication successtul.
1. From the Network Capture <»1AIL FROM: <5tu1.?_.fsod. com>
: : /! tul@fsod.com. ... Sender
reen, right click SM W
screen, right clic S Tl? . RCPT TO:<stulWisod. com=
Response to follow the initial P50 2.1.5 stul@fsod.com
SMTP TCP stream. PATA s :
. B54 Start mail input; end with <CRLF>.<CRLF>
2. In this case, User From: "studentl" <stul@fsod.com>
Authentication succeeds at subject:
To: "studentl" <stul@fsod.com:

the login screen, so it has
failed someplace else.

Date: Thu, 2 Mar 2006 14:52:50 -0500

Hessage-Id: <20060302145250EE.DCSML-S000130000.000(
MIME-Version: 1.0

fontent-Type: multipart/mixed;

. boundary="DC_BOUND_PRE. <1141329170.00007493363e5"
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| |
Iilter: ||(ip.addr eq 192.168.1.103 and ip.addr eq 192.168.1.104) aj b Expression, . ‘ hglear of apply‘
|Time Source Deestination |Pr0t0c0| : |InF0

o T o e sy Tor IoT I IeT T e IO ] ST Iv FCR=T OO T WITT=ITUC T CEr=
588 0.000086 192.168.1.104 192.168.1.103 SMTPR Message Body
5859 0.000245 192.168.1.104 192.168.1.103 SMTPR Message Body
590 0.000015 192.168.1.104 192.168.1.103 SMTPR Message Body
591 0.000235 192.168.1.103 192.168.1.104 TCP [TCP Dup ACK SEF#1] smitp = 65485 [ACK] Seq=610 Ack=7|
597 0.002232 1592.168.1.103 192.168.1.104 TCP smtp > B5485 [ACK] Seq=610 Ack=77207 Win=17520 Len=0
593 0.000437 192.168.1.104 192.168.1.103 SMTPR Message Body
G4 0,142033 5 ,.168.1.103 57 ,168.1. 104 Res : 454 5.7.3 Client does not hawve permission
595 0.000715 192.168.1.104 192.168.1.103 TCP 65485 » smtp [ACK] Seq=rEL17S Ack=677 Win=17453 Len=0
596 0.000237 192.168.1.104 192.168.1.103 SMTPR Message Body
597 0.000005 192.168.1.104 192.168.1.103 TCP 65485 » smtp [FIN, ACK] Seg=78181 Ack=677 Win=17520

vt

8.2

LOFONT 5 AymFONmS AAT AAAT AAAT AAATA
__DC_EOUND_PRE_<1141321468. 000074933

poaaly0ANES aQkgh Py ANF 624G ccGkAcGxWADR emgBonLQALDY r ABCWTOADT 1Ak s VAL 2X
1 g4aly0ATMOKGMZ LEWCHE 4 NATT NCOCyWaHJOGK BoPHSEEDZ  Afomx UAZ BMCOGXWAITHCOCy

03es—-

157 5.7.3 Client does not have permission to Send As this@
THEF—

221 2.0.0 ricohld. Tsod.com serwice closing transmissicn channel

Y

Once the TCP stream opens, navigate to the end of the data transmission.
At the end of the data, a note should appear stating: Client does not have permission to Send As
this sender.

Authentication Error Resolution

The Authentication Error described in section 8.1 can be resolved via Web Image Monitor. To
begin, login to WIM as an Administrator (for more information, see section 4.1 — page 7).

N —

After logging in as an Administrator, select Address Book from the left toolbar of WIM.
From the Address Book main screen, click the radio button next to the User with
Authentication problems and click Change. :

1+ H?

Under the Authentication Information
heading, select Specify Other Auth. Info
Registration Mo, 3

below.
N |
® 1EIEIEIEII

Enter aLogin User Name.

Next to the Login Password field, click
Change to add, and confirm, the User’s
password.

Click OK to save the changes.

Authentication Information

W ser Code
B SMTF Authentication © (&) Specifiy Other Auth. Infobelow: O Do not Specifyy

Login User Mame : | John Doe

Login Password ;
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9 File Size Limits

It is common for Exchange servers to have set size limits for files. If the e-mail sent from the MFP

via Scan to E-mail exceeds this limit, an error screen similar to the one below (Figure 9.1) will appear
on the MFP operation panel.

AR . 5134

@ Transmission has failed.
Insuficient remory in the destination hard disk.
To check the current status, press [Scanned Files Stafus).

Figure 9.1: MFP Operation Panel Error

9.1 Accessing the File Size Limits

This sections details the steps to follow when searching for the Exchange Server e-mail file size
limits.

1. From the Windows Start menu, navigate to the Exchange System Manager via this path:

Programs = Microsoft Exchange = System Manager.

From the left-hand navigation window of the System Manager, follow this click path:
Setvers = Mail Servers = SMTP = Default SMTP Virtual Servert.

2.

= Exchange System Manager
= OEEDNB| 2| s o n
%3 First Organization (Exchange) | Defauk SMTP Virbual Server
£ Gobal Settings F |
I Redpients 8, Current Sessions
= [0 Servers
El- g RICOHLS .
18 cqueues Default SMTP ¥irtual Server Properties i
= |l First Storage Group
= 1 Probocols Gereral| Access  Messapes ] Deivety |
t :: ::54 Speciy the following messaging sfomation.
#
i# 2 NTP % Limit message size to (KBE i
- POP3
=3 TP I Limi zession size to (KB) |I[I:-l-:: |
F o Defaul SMTP Virtual Serves i ;
o xam0 [% Limit raamber of messages per conneclion bo |2|:|
+- i Cornmctors ] il T
& Took [v Lisit pumber of recipients per messags by
OGP pt . LSl oo Do St g ks 0 a8 P

3. In the Server Properties pop-up, click on the Messages tab to view the Server file size limits

(e.g. in the example above, the limit is 100KB).
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9.2 Setting File Size Limits on the MFP

In addition to server size limits, the file size limits when using the Scan to E-mail functions can be
set at the MFP. This section details how to access, and alter, the MFP file size limits.

1. 'To access the size limit settings from the MFP operation panel, select: User Tools =
Scanner Features = Send Settings.

2. From this tab the maximum E-mail size can be changed (Max. E-mail Size), and Divide &
Send E-mail can be enabled.

DEFINITION

Divide & Send E-mail will break up any e-mail that exceeds file limits into smaller
sections and e-mail the sections. These sections are then automatically recombined at
the destination.

£5 Scanner Features
Select itemn.

| scan Settings [ vestiation st settings |~ 5end Settings | Administrator Touls |

| TWAIN Standby Time 10 sec. | Pritt Scanner Joumal |

| File Type Priority §|Murti—|:uage: TIFF | | Delete Scanner Joumal §

| Compression (Black & white)  Jon | iaoe, E-mail Size J2s ke ‘

|' Compression (Gray Scale) §|Cnmpressiun Level 3 | | Divide & Send E-mail §|\Hes (per max. size) |

| Print & Delete Scamver Joumal | Printand Delete all | e 2w {0 ¥ hod ]
Mo, E-miall Size

Enfer size wilh the NUmber feys, then press [OK]

Max E-mail Size R e
Set Max E-Mail Size just under the =

max file limit set on the Exchange —> 1129“![‘24”:’ 28 |
server

DA PMENRI . o
[0 oty weant fo divide E-meall when it exceads maw sie?
Divide & Send E-mail |
Select Yes (per Max. Size) and the
number of divisions required to send i
documents that are scanned to email. B it Hurriber of Divisions

L5 |

Yies (per Page) E | Mo 3

Y

o

Copyright 2007 — Ricoh Americas Corporation
Page 25 of 31



Scan to E-mail White Paper

9.2.1 Divide & Send E-mail Application Limitations
E-mail applications differ in their ability to handle, and rebuild, e-mail sent from the MFP via the

Divide & Send method. Below is a list of different Third Party e-mail applications and the means
needed to access e-mails sent via Divide & Send.

Microsoft Outlook Express
*  QOutlook Express has the ability to automatically rebuild divided image files over multiple

email messages.

Microsoft Outlook 2000 and 2003 and Lotus Notes
® These applications lack the ability of Outlook Express to auto rebuild the Divide & Send e-
mails. See the example below for the results when attempting Divide & Send with these

applications.

oA s N S e oo S -
£ Toll ¥ B3 g B Tt OLE- 798| ROk F200%E0R
duders - - ﬂ@f{"’

“dafanlt sender 3224° <3224 @ricoh.com>

DAFUSB06 1 0:07 Pd )
- - NOTE: This is

Subject [pant G5 .
o MU —| part 6 of 6 emails

ERSZADA=NOACH I KAEN STAD A= NOACH L KAED S ZAD A= WOACH L KAEDSTADNL=WOACH L KAEDSTATAS
BOROHLAEES TABAWOAOH ] KAEES AR AmBOROH1KAEGS TABAmBOROH LcARES TAB A= BOLCH Lich
EBSTARA=UOACH I K AED ST ADL=WOACH L KAEBSTAR L NOACH I R AEBSTARL=WOACE L KAEBEZARLS
BOAOHIkAEES RAEAa oA 1k AEES ZAE A BOA QH 1 kAREE ZAEAeBOR OH 1 AEES TAEAe BOACH 1k
ERSZaB A= VOACH L KAED STAP A= WOACHL KAED S AR A= VOACH L AE NS TAD A=W OACH L KAEDSTAT A=

R e AR TSNS, g ninionin -

This is a Scan to E-malil file as received by Lotus Notes. The results will be the same for
Microsoft Outlook 2000 and 2003.

* In order to access the e-mails from these applications, it is necessary to download and install
the Decode Extension Ultility from the URL below:
0 http://www.funduc.com/otsoft.htm#decodeshellextension
0 See Section 9.3 (page 27) for more information.
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9.3 Decode Shell Extension

Install the Decode Shell Extension from the Funduc website at:
http://www.funduc.com/otsoft. htm#decodeshellextension. After completing the install, the

computer will have to be rebooted to use the program. Follow the steps below to use Decode Shell
Extension to re-create an e-mail sent via the Divide & Send method.

1. Open the multipart emails, and save the entire message(s) as a text (.txt) file.
1. In Lotus Notes: Use the File 2 Export command.
2. Other e-mail Clients (e.g. Outlook): Use File = Save command.

Once saved, all of the e-mail text files must be combined into one file.

3. Use the File/Select All command and then copy and paste the messages in ordet.

Right click the file created and select

Name = Se Type Dake ModFied
Decode (Figure 9,2), 2] partd bt 400KE  Text Document  4J572008 10:20 P
. . [E] partz.tat 400KE Text Decument  4)5/2006 1020 PM
5. Decode Shell Extension will create a PDF B poria bt S Tk Fixm 513006 10-20 P
file of the complete attachment (Figure [l partarat S00KE Test Document  4J5/2005 10:21 P
9 3) E'I partS et AP B Wi P ek 4||5_mm 10=21 Pid
) ] parts.x f‘::“ 4/5/2006 10:21 PM
m i -
—— R bk SJ52006 10:24 FM
[E] part) bt A00KE  Test Document
[ part2 st 4O0KE  Test Documert  Corrvert Lo Adobe POE
[} parta.tst AO0KE  Tert Dooument % Combine n Adobe Aorabat..,
[E] parts bt A00KE  Text Document
[E) paarts bt 400KE  Test Document
[E) parts ket ISKB  Text Document
[£] both.bxt Z0LEKA  Text Document 0 Scan Far viruses...
B OS2 I0TES. o 1467KE  Adobe Acrobat 7.0 .,
Figure 9.2: Decode File Selection
Decode Shell Extension v4. 6 El
Tie waz decodsd
6. Once the pdf has been created, the pop-up
For an FIAD. lales] veimon s more shateviaie/faswars Ukt shown in Figure 9.3 (at left) will appear
[#ueh & Semeh b Faplass and Digelon Syrach pogiams), wisk W . g ( )W ppeat,
Tkt i e confirming the file decode.
Fiasvaza, Coppight ® 19952002 :
Fuanduc Sollwase e 7. Click OK to close the pop-up.
HBdu e 8. Open the pdf to ensure the scanned
document is accurate and complete.

Figure 9.3: PDF File Creation

B Adohe Acrohal Standard - [ A0080E053 PO 703554, pdd]
T Fle ER ew Doowent Covewnts Took Advanced Window  Heip

| e e 5 | B - MET I BRI e R AR T

Decode FAQ - Froquently Asked Queslions & Answers

N

Decode FAG

T3 H oz (- A i seach | T el ror = | Conmet & Manp «| g Sered for Revibw = B sacure o s -

FUNDUC

Hote ool T, Tetpts = . shurp Too - 7

Page 1 o811

Hiire Are answers 10 “Frequently Asked Questions” ['FAL} on demoding Irbernet Email
attachmants. This documant & orlenbed towards Decode Shell Extertion. However, the
information is akso of intenest o Explo Tenskans or t 1kl users,

free | Pages | Sgrwtues | Boskmaika - |

\
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10 ArGoSoft for E-mail Relay

When using an Internet Service Provider outside the corporate firewall to relay email, it may be
necessary to the ISP customer support staff to allow the MFP connection. In some cases, ArGoSoft,
installed on a computer that is always powered on, can be used to relay emails through the ISPs
DNS server.

ArGoSoft is a free application, available for download at the URL below:
http://argosoft.com/RootPages/Download.aspx.

After downloading, and installing, the application, use the process below to use ArGoSoft.

1. Once installed, start the ArGoSoft server, right click on the icon in your startup area and select
Options.

2. From the General tab, click the check mark “v"” i =
button to view available DNS setvers. GELfEEE:”Q ILDcaI Di“;;ij”lhfntica;iggs
3. In the example at right, the DNS server is one of - = =
Comocast's servers. DMS Server:
4. On the pop-up that opens, select Yes to confirm [V Load Server at windows Startup
the use of this DNS server. v Automatically Start the Server
v Allow Belay

v Hide Pazswords In Logs

X
Local Host: I
Server has detected Following DMS server: 68,87, 77,130 ™ Do Mot Use weh Interface
Do yiou wank ko use jt? -
¥ Allows Creation of Accounts from ‘Web

" v ‘when Bouncing, Include Original Message
Mo |
Ok, I Cancel Help

options ________ N x|

5. On the Options menu, select the Local

. logging | SMTP Authentication
Domains tab. . o B Local Domains | Ponts
6. Input the Domain name (ricoh in the example at ==
right), and click Add. dicoh

7. Click OK to save the changes and close the ,
Options menu.

Copyright 2007 — Ricoh Americas Corporation
Page 28 of 31


http://argosoft.com/RootPages/Download.aspx

Scan to E-mail White Paper

10.1 Creating ArGoSoft User Profiles

This section details the creation of User Profiles in the ArGoSoft application.

Show
F Stark ZErlH-S
1. On the Windows System Tray, right-click ® Stop Crktp
on the ArGoSoft icon. Options  Chrl+0

2. From the right-click menu, select Users.

flfusers  culsu

T2a Dynarnic DNS

KL Exit Chrl4+3

|5<ﬂ§dﬂ]] W ZoE & 1247 am

sersetp x
B|x|e & - x

rs : :
Add Mew User General | Finger Information I
Student] Wsep (e ; -
Beal Mame:
Pazsword: I ********

LCaonfirm Pagsward: I

Fomward Address: I

Keep Copies: -

Return Address I

3. On the User Setup menu, click the
Add New User button (see example
above).

4. In the User Properties pop-up, enter the User Name and Password.
5. Click OK to add the user and save the settings.
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10.2 ArGoSoft Setup in Web Image Monitor

In order to finalize the ArGoSoft setup, the computer settings must be added via WIM.

Start by accessing the MFP’s WIM page by entering the IP address into a web browser.
Following that, login as an administrator (for more information, see Section 4.1 — page 7).
From the left-hand toolbar, select Configuration.

On the Configuration page, click E-mail.

el s

a Web Image Monitor - Microsoft Internet Explorer

== x|
File Edit ‘“iew Favorites Tools Help ﬁ
dapack - = - () at | Qhsearch  [GFavartes  Meda 4 | S5 = o 2
Address I@ http:ff192.168.2, 48/ webfentryjenfwebsysiwebarchimainFrame, cai j fPGD | Links
L To Lirk Page = Version Infornation= 2 Help
RIGOE Aficie 3224C
Web Image Monitor l__lEninsh =] R Keyword Search
@ L — = .
Docurent Server lEJRBFI’eSh 4‘ Apply
Job
W Adninistrator Ewail Address : [sklein57@gmail.com
O Adiress Book Enter the IP address of the SMTP
SMTP
B frpi — | server.
W SMTF Server Name :|182.168.2.106 [
, ! O 'This is the IP address of the
Configuation W SMTP Port Ho. ‘25 R .
B Device Settings T — o CofF machine running ArGoSoft.
o . .
- iy*“e“‘ W SMTP otk Evall Addoss < [stellag@ricoh.com Input the SMTP authorized e-mail
aper ) €
O Tines Seting e -t address and password for the user
: W SMTF Auth. Password . Change .
5 Bl —I created in ArGoSoft.
O iuto Bomeail Hotifica W SMTF Auth. Encryption ;| Dizable 'I
B G T POF befors SMTF 7y
O ProgramiChangs A
O Ussr Authentication M POF before SITP O 0On %O
O Administrator Authe || 8 POP Server Hame g
O Printer M POP Port Ho (110
B it B POP Bl Address q]
Hetwork
B w5 W POP User Hae :I
ehpage 1=
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10.3 ArGoSoft Relay Monitor

Once all of the settings have been entered, the ArGoSoft application can monitor all of the mail
communications. In the Windows System Tray, right-click the ArGoSoft icon and select Show to
view the communication data.

‘= ArGoSoft Mail Server =101 =l
File Tools Help
rou [ B h | E @
1/2742006 9:27:18 PM - Reocuested SMTP connection from 132_1&62.2_48
LAE?F2006 2:37:20 PM - Received 29238 bwhtes
17272006 9:37:Z0 PM - SMTP connection with 19Z.168_2_ 48 ended. ID=30
172742006 2:37:20 PM - T 311 Delivering to skleinfS7RAomail . com
LAERF2006 9:37:20 PM - T 211 Attempting to deliwer to the domain omail. com
LAE7FZ008 2:37:2z0 PH - T 311 Betriewved & IMx records for domain omail.com
12742006 2:37:20 PM - T 11 Trszisg the corwmer pooadilocmbaodm 1 cooole com- od 1E 2
172742006 2:37:24 PM - [ 211 Message from stellafricoh.com relayed to 1 recipienti(s) on the domain gmail.
A
Note the relay from
ArGoSoft to the gmail
plivery on Comnt server in this screenshot. 88 @

10.4 ArGoSoft Limitations

There are some limitations when using the ArGoSoft application, which may impair, or prevent, its

use.

* Many servers do not allow relays using this method.

0 If that is the case, some email addresses will not be accessible.

0 A failure to send entry will be in the ArGoSoft log.
0 For most environments, upgrading to ArGoSoft Pro ($130.00) solves this problem.
= Itis always best for the customer to contact their internet provider to setup email service for

the MFP.

11  Summary

The material covered in this White Paper should help answer many questions concerning Scan to E-
mail, such as the MFP setup process, server configuration, and additional tools to aid in the setup
and use of Scan to E-mail.

This White Paper contains all of the setup information needed to enable, and use, the Scan to E-mail
function. It applies only to the machines listed in the Model Cross reference (page 5).
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